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Abstract

Scanning the IPv6 address space exhaustively is infeasible. Besides
hitlists with known active addresses, Target Generation Algorithms
(TGAs) are a common tool for generating input for IPv6 measure-
ments. They generate candidate addresses based on known respon-
sive addresses using address patterns or machine learning. Some
TGAs additionally use active scans during address generation as
feedback mechanisms. However, the Internet is a changing ecosys-
tem and scans can be impacted by network events, e.g., rate limits.
These effects impact TGA results, a proper evaluation of their qual-
ity and benefit, and the comparability of TGAs.

We propose an IPv6 Punching Bag, a local environment to test
IPv6 scans and TGAs before actually using them on the Internet.
It allows configuring prefixes with different response rates, e.g.,
aliased prefixes, or address patterns. It can be used on a single
machine with a low memory footprint.

We evaluate six dynamic TGAs with the Punching Bag and show
that their adherence to scanning budgets and limits, and their inabil-
ity to detect aliased prefixes necessitates local tests before Internet
scans. We also demonstrate that 6Scan, a dynamic TGA, is not
adapting to different response behavior.
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1 Introduction

The sheer size of the IPv6 address space makes exhaustive scans
infeasible, presenting a challenge for Internet researchers. Target
Generation Algorithms (TGAs) are tools that generate IPv6 ad-
dresses, which can be used as input for Internet measurements.
They use a set of known responsive addresses to identify or learn
address patterns and generate promising candidates to test for re-
sponsiveness. Throughout the last years, many algorithms have
been published, e.g., [12, 14, 15, 18, 26, 31]. With the increasing
importance of IPv6, the research community also requires better
tools and a good understanding of their properties.

Some TGAs implement scanning mechanisms during the target
generation to dynamically adapt their generation process to the re-
sults. Therefore, results are heavily dependent on the current state
of the Internet, and comparisons rely on the stability of the network
during different runs. Changes in address usage or even network
conditions, e.g., congestion or rate limiting, might influence results.
Furthermore, while there are ethical guidelines for conducting In-
ternet scans, such as rate limits and opt-out mechanisms, running
these algorithms without fully understanding their implementation
can result in the violation of these guidelines. While different stud-
ies [20, 21, 27] have compared various TGAs and shown significant
differences in their performance and behavior, they relied on In-
ternet measurements, potentially impacting results and impacting
the network itself. It is therefore crucial to provide a deterministic,
scalable test environment for IPv6 scans to compare and evaluate
TGAs and to test new algorithms thoroughly before using them in
Internet-wide measurements.

In this paper, we present a testing environment for TGAs, which
enables researchers to test the behavior of algorithms locally under
different conditions. This is enabled by a tool we call Punching Bag,
which generates configurable ICMPv6 echo replies. It allows con-
figuring different prefixes with different response rates or address
patterns. To show the necessity of testing TGAs locally and the
functions of the Punching Bag that aid these tests, we analyze the
adherence of different TGAs to rate limits and scanning budgets,
their reaction to aliased prefixes as well as prefixes with different
response rates and the consistency of their results across multiple
experiment repetitions.

Our main contributions in this work are:

(i) We developed and publish an IPv6 Punching Bag, a tool to

test IPv6 scans and TGAs locally, in a deterministic environment. It
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Figure 1: Timeline of TGAs being released.

can be configured with different responsive prefixes, answer rates
and address types.

(ii) We evaluate six TGAs using the Punching Bag. We find that
they only partially adhere to scanning budgets, but generally adhere
to rate limits. Furthermore, most fail to recognize aliased prefixes.

(iii) We evaluate the reaction of these TGAs to prefixes with
different response rates and behavior. We show different behav-
ior between the TGAs. 6Scan, a dynamic TGA, does not react to
different responses within prefixes.

The source code of the Punching Bag is available at:

https://github.com/tumi8/punching-bag

2 Background & Related Work

We provide background information on TGAs and related concepts
such as aliased prefix detection (APD) and discuss related work
on these topics as well as other approaches to test frameworks for
local IPv6 scanning.

Target Generation Algorithms. Many TGAs have been pub-
lished over the last decade, especially since 2020, as visible in Fig. 1
and Tab. 3. TGAs are an approach to identify responsive IPv6 ad-
dresses given a set of known addresses. The general process of
TGAs is visualized in Fig. 2. TGAs use a set of known active ad-
dresses, referred to as seed data set, as input. This set is often taken
from public sources such as the IPv6 Hitlist Service [7, 34]. They
apply different methods, such as clustering [15, 19], machine learn-
ing [2, 3, 26, 31] and graph theory [29] to detect patterns in the
seed set and generate new, potentially active addresses, called can-
didate addresses based on those patterns. Static TGAs present these
addresses as output to the users, who can use them as input for
Internet measurements. Dynamic TGAs, on the other hand, scan for
the responsiveness of the candidates during the generation process
and adapt their generation to the results of the scans, returning
the active addresses. Some algorithms implement custom scanning
tools [12, 26], while others use ZMapv6 [24], an IPv6-enabled vari-
ant of ZMap [4]. While the responsiveness of a candidate address
set can be checked with arbitrary protocols, ICMPv6 echo requests
are the standard for all TGAs.
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Figure 2: The TGA pipeline: Seed addresses are used to gen-
erate address candidates. Static TGAs create one list of ad-
dresses while dynamic TGAs create candidates in multiple
rounds and use scans for feedback.

TGAs rarely compare themselves to existing approaches in a
reproducible way, based on experiments, but rather based on results
from publications. Zirngibl et al. [34] improved the IPv6 Hitlist
service and added new addresses based on TGAs. They show that
generation and response rates differ for each used algorithm. Steger
et al. [20, 21] did a more structured comparison of TGAs. They
created different input sets based on network type, e.g., educational
or network provider, to evaluate the impact on TGAs. Williams and
Pearce [27] added further comparison metrics and input sets. They
further highlight the importance of live aliased prefix detection
during the target generation. All comparisons rely on active scans
of live addresses on the Internet. Thus, they induce network load
and might be impacted, e.g., by network changes and loss. Our work
provides an environment to test and compare future algorithms
before scanning the Internet.

Aliased Prefix Detection. Aliased prefixes, a complete prefix
used by a single host, or fully responsive prefixes, a complete prefix
responsive and used by multiple hosts (e.g., in CDNs) [34], are a well-
known problem for IPv6 scans. These prefixes are infeasible to scan
by themselves. TGAs need to be aware of them to not focus solely on
these highly responsive prefixes (strong confirmation bias). While
lists of known aliased prefixes exist, e.g., by the IPv6 Hitlist [7, 34],
they are not complete and new addresses or prefixes need to be
tested. Williams and Pearce [27] have recently highlighted the
impact of aliased prefixes on TGAs. The Punching Bag allows to
test different detection mechanisms, their effectiveness and their
adaptation to rate limits.

Test Environments. Local test environments for other proto-
cols have been published by related work. However, the LDPlayer
from Zhu and Heidemann [32] focuses on DNS, while Zirngibl
et al. [33] focus on QUIC. To the best of our knowledge, there is no
comparable, scalable environment for IPv6 scans. Existing environ-
ments focus on the correctness of protocols, e.g., a stateful approach
running complete QUIC servers. This impacts their scalability, i.e.,
preventing us to use these environments to emulate millions of
responsive IPv6 targets. The Punching Bag focuses on scans testing
for responsiveness, e.g., receiving an ICMPv6 echo reply. Therefore,
it focuses on scalability without offering complete, higher layer
protocols.
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3 Design

We present the design decisions and the implementation of the
Punching Bag. Furthermore, we highlight scripts and technologies
used to enable reproducible experiments.

Punching Bag. The Punching Bag is a binary compiled from
C++ code, which can generate ICMPv6 echo replies to received
requests, which can be configured on a prefix level. Incoming pack-
ets are captured from a network interface using libpcap [23], fil-
tered for ICMPv6 echo requests, and placed into a mutex-protected
queue. The implementation is multithreaded: the main thread cap-
tures packets, while multiple worker threads process them. Each
worker performs Longest Prefix Matching (LPM) using a custom
trie-based data structure, which provides near-logarithmic lookup
times. When a reply should be sent, a worker generates and sends
an ICMPv6 echo reply via libnet [17]. Our custom Patricia-style trie
stores prefixes together with configurable response rates and is built
at startup from a JSON configuration. Each prefix can be assigned
different response rates for different address types, e.g., for lower-
byte addresses [8], EUI-64 addresses or a default response rate. The
distinction between address types enables the emulation of differ-
ent address assignment patterns, such as incremental assignment,
random generation or EUI-64. When an address is matched, a re-
sponse is generated with the configured probability as described in
detail in App. C. This also enables the emulation of aliased prefixes,
the recognition of which is very important to TGAs. We run TGAs
in a separate, isolated Linux network namespace, using ip netns,
which we connect to the Punching Bag through a virtual network
interface. This ensures experiments without interference from other
processes and is part of our proposed solution. We evaluate the
Punching Bag performance in App. D.

Experiment Generation. The experiments in this paper are de-
fined by a scanning budget and rate limit, and a set of prefixes. For
every prefix, the response rates of the Punching Bag are defined, as
well as the amount and structure of the addresses within the prefix.
We derive the addresses from an address structure including wild
cards such as 2001:db8: 1: #%%*: : x%*, from which we uniformly
choose random addresses by replacing each asterisk with a random
half byte. We use a deterministic randomization method by using a
fixed seed value to ensure reproducibility. We further ensure repro-
ducibility by running each algorithm in an isolated, new directory
to ensure no state is kept between iterations. Experiment inputs,
definitions, logs and results are also kept in a unique folder each to
make sure that each result can be mapped to a unique set of inputs
and configurations. These configurations can be published in the
future alongside TGAs to allow testing and reproducible results.

Ethical Considerations. We design our experiments around
different metrics that can negatively impact networks and raise
ethical concerns. This includes the total amount of scanning probes
and the amount of scanning probes within a time interval. We
do not include experiments assessing opt-out mechanisms such
as block lists since none of the tested algorithms implement any
such mechanisms. The design of the Punching Bag does, however,
allow for an analysis of adherence to block lists by comparing the
destination of the probes reaching the Punching Bag to the block
list. The total amount of scanning probes is usually controlled by
configuring a scanning budget for an algorithm, the adherence to
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which can easily be analyzed with the Punching Bag. Scanning
probes within a time interval are usually controlled by scanning
rate limits, which we also set and check.

Limitations. Currently, the Punching Bag can only generate
responses to ICMPv6 echo requests. While some TGAs support
other probes such as TCP SYN, ICMPv6 echo replies remain the
most common probe type for evaluating the responsiveness of an
address and are supported by all TGAs we found; no TGAs we
found relies on any other probe type. Furthermore, the possibility
to configure response rates to address patterns such as wildcards or
wordy addresses [8] would enable more specific experiments and
the emulation of other address assignment strategies. We leave an
extension to further protocols, e.g., reacting with a TCP SYN-ACK,
and address patterns to future work.

4 Evaluation

To demonstrate the TGA Platform, we use all dynamic algorithms
from Tab. 3 with available source code. This amounts to 6Hit,
6Sense, 6Scan, 6Tree, AddrMiner-S and DET. We exclude static
TGAs since they do not generate any scanning traffic which the
Punching Bag can respond to, wherefore no interaction between
the TGA and Punching Bag takes place. We argue that static TGAs
therefore do not benefit from the features of the Punching Bag and
a static analysis of the generated candidate addresses is preferable
to analyze static TGAs. We chose not to use 6Vision [30] as it fo-
cuses on few-seed scenarios, i.e., prefixes with less than 10 known
responsive addresses, which is not comparable to other algorithms.
HMap [13] is not included since it does not use a provided seed set.
While the Punching Bag can be used to evaluate these algorithms,
their goal differs from the remaining six algorithms and our current
tests. We leave their evaluation to future work. We try to run the
algorithms as published, only configuring parameters and apply-
ing minor modifications necessary to run inside our environment,
without changing the generation logic. Lastly, we provide the TGAs
with the exact input formats and all additional data required to run
it. No TGAs except for 6Sense, which uses a list of known aliased
prefixes and an IP-to-AS mapping as auxiliary input, requires any
additional data. All experiments are run 10 times per algorithm and
configuration. Presented results show the median over all runs and
the standard deviation.

4.1 Adherence to Scanning Guidelines

In this experiment, we focus on the behavior of the algorithms
which is relevant for ethical scanning, rather than their perfor-
mance. While this behavior can also be measured during Internet-
wide scans, the Punching Bag provides means to do this without
the chance of violating these guidelines. We use the responsive ad-
dresses from the IPv6 Hitlist Service as input (randomly sampling to
1M addresses for 6Sense due to hardware limitations) and configure
the Punching Bag to respond with a 1% chance to all probes. The
impact of the configured response rate on the TGAs is not relevant
for this experiment since the TGAs reaction to different response
rates is analyzed in Sec. 4.3. We run each algorithm 10 times with a
budget of 10 M addresses and a rate limit of 10 k packets per second.
The results are checked for adherence to the scanning budget and
the configured scan rate. Additionally, the maximum traffic rate for
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Table 1: Adherence to budgets and rate limits. All values
represent the mean value over 10 iterations, brackets denote
the standard deviation.

Rate (packets per second)
Algo. Probes Max. Avg.

6Hit 24.11M  (6) 1355k (83) 12.30k (20) 13.43k  (3)
6Sense  10.92M (6.3k) 13.87k (106) 9.34k (7) 306k  (0)
6Scan  10.00M  (0) 11.73k (267) 10.53k (142) 10.65k (272)
6Tree  188.00M  (0) 10.82k (128) 9.82k (136) 1.19k (17)
AddrtM.  9.96M (3.4k) 10.90k (99) 9.27k (48) 10.69k (135)
DET 10.00M (1) 1059k (111) 9.87k (4 1.18k (13)

Max. per pfx
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Figure 3: Distribution of peak traffic rates per BGP prefix.
Lines represent the mean over 10 repetitions, the colored
area shows the difference between minimum and maximum
values. Note the logarithmic y-axis.

each BGP prefix is analyzed, as high traffic rates directed at single
networks can result in packet loss through rate limiting, which in
turn can skew scan results or cause problems for APD methods
[5]. While checking the adherence to blocklists is possible with
the Punching Bag, none of the evaluated algorithms take such a
blocklist as input.

Results. Tab. 1 shows the results of this experiment. 6Tree
and 6Hit massively and consistently exceed the configured bud-
get. 6Tree calculated the remaining budget after every iteration,
leading to negative and exceeded budget, while 6Hit appears to
be using different counters as it reports budget adherence during
scanning, but shows the correct, exceeded budget use in the end.
The remaining algorithms adhere to the budget very closely; the
slightly exceeded budget of 6Sense is caused by the APD probes
which 6Sense does not count as spent budget. 6Tree, as well as
DET and AddrMiner-S adhere well to the maximum scanning rate,
because they all call ZMapv6 inside their code, which is a well-
tested scanning tool adhering to scanning rates. 6Sense and 6Scan
implement custom scanning mechanisms; 6Hit shares the scanning
mechanisms with 6Scan. These mechanisms can exceed scanning
rates by up to 39%; 6Scan even reports the values calculated by the
Punching Bag. While this maximum rate is the exception for 6Sense,
6Hit and 6Scan exceed the limit on average as well. 6Scan, 6Hit
and AddrMiner-S focus a large amount of scanning probes on a
single prefix at least once, resulting in a peak traffic rate exceeding
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Table 2: Share of aliased addresses within reported active and
probed addresses.

6Hit 6Scan 6Tree  AddrM.-S  6Sense DET

Active  99.40% 98.53%  99.29% 99.98 % 0% 99.70%
Probed 72.45% 51.62% 61.95% 98.69%  9.30% 84.06%

the maximum scanning rate for this prefix. While adherence to the
maximum scanning rate is implemented by the scanning mecha-
nisms, the distribution of scan rates across networks depends on
the logic of the TGA.

Fig. 3 shows the distribution of peak traffic rates over a one-
second window per BGP prefix. It shows that, consistently, for
all algorithms, only the top fraction of prefixes is scanned with a
peak rate that is close to the maximum scanning rate, which differs
between the algorithms. For 70% of all scanned prefixes, 6Tree and
DET never send more than one packet per second, less than 10
packets for 99%.

Key Takeaways. 6Tree and 6Hit do not adhere to a configured
budget. If this budget has to be strictly adhered to, checks have to
be implemented to overrule the algorithm’s decisions for scanning
budget. While no algorithm exceeds the configured rate limit dras-
tically, peak scanning rates per prefix should be monitored to avoid
negatively impacting specific prefixes, but also being rate-limited
by single networks, which could interfere with scan results.

4.2 Aliased Prefix Detection

Aliased prefixes drastically impact scans while providing limited
amount of information for Internet measurements. Therefore, TGAs
try to avoid generating addresses from these prefixes. As this in-
cludes the intermediate scanning steps of dynamic TGAs, many
algorithms implement mechanisms to detect aliased prefixes dy-
namically, including the evaluated algorithms. In order to evaluate
the algorithms’ detection algorithm, we design the following experi-
ment configuration: The input consists of 100 k addresses, generated
randomly from wildcard patterns from two subnets each. We gen-
erate such addresses to ensure clear patterns in the seed data set,
which the TGAs can recognize. The Punching Bag is configured to
respond to probes in prefix one with 100% probability, making the
prefix aliased. For prefix two, the Punching Bag responds with a 1%
chance, simulating a non-aliased but active prefix. 6Sense is used
with a third prefix, which is configured as aliased and also provided
to the algorithm via a list of known aliased prefixes to analyze
the difference between known and unknown aliased prefixes. The
TGAs are configured with a budget of 10 M. We analyze how many
of the probed addresses (i.e., probes received by the Punching Bag)
and reported active addresses reside within the aliased prefix and
repeat each experiment 10 times.

Results. All algorithms except for 6Sense report addresses from
the aliased prefix as active, resulting in close to 100 % aliased ad-
dresses within the results, see Tab. 2. This shows that none but one
of the algorithms correctly identify the aliased prefix as such. The
scanning budget spent on each prefix, however, varies between the
algorithms, indicating different reactions to the different response
rates. There is close to no variance within these results (standard
deviation < 10_4). To better highlight the algorithms’ reactions,
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Figure 4: Fraction of probing budget spent on the aliased prefix per scanning iteration.

Fig. 4 shows the scanning budget which the algorithms allocate
to the aliased prefix for each scan iteration, i.e., each step after
which scan results are processed. It shows that 6Tree, DET and
AddrMiner-S immediately react to the increased response rate by
allocating a larger scanning budget for the aliased prefix by each
iteration, while being unable to recognize this response rate as alias-
ing. 6Scan, on the other hand, shows no reaction to the difference
in response rate and allocates nearly 50 % of their budget to each
prefix, alternating between prefixes after almost every iteration.
This aligns with our findings in Sec. 4.3. 6Hit allocates more budget
to the aliased prefix and does not report it as aliased, there is how-
ever no observable trend in the probing of 6Hit as it probes both
prefixes for the duration of the experiment. Only 6Sense recognizes
the aliased prefix as such and allocates no scanning budget to it
after the second iteration. Furthermore, 6Sense does not generate
any addresses from the known aliased prefix at all.

To better understand possible reasons for these results, we con-
duct an analysis of the algorithms’ APD methods and implemen-
tations. For 6Scan we find that neither the aliased prefix detection
described in the paper nor any other detection method is imple-
mented in the code and no filtering for aliased prefixes is applied.
For 6Tree, the APD mechanism segfaults after the second iteration,
which is why only two iterations are visible. This happens only
when configuring the Punching Bag with an aliased prefix (i.e., any
prefix with 100% response rate), which in turn triggers the function
in which the bug resides to be called. We verified that the results of
the other experiments were not impacted by this bug and that the
probed addresses are still counted as candidates by relying on the
Punching Bag log instead of the addresses logged by the algorithm.
For AddrMiner-S and 6Hit, online detection of aliased prefixes is
not intended, i.e., not described in the paper or implemented in the
code. No filtering for aliased prefixes is applied by the algorithms
and is instead intended to be run on the reported active addresses
after the algorithm finishes. This means that only less than 1 % of
addresses would be left after filtering. Lastly, for DET, the algorithm
FAPD proposed in the paper is not implemented in the code and
no detection is executed.

Key Takeaways. All algorithms but 6Sense fail to recognize
aliased prefixes as such. The detection mechanisms of 6Tree cause
the algorithm to crash. The other algorithms neither show any
difference in scanning behavior nor in reporting active addresses.
Therefore, they might waste a large part of the budget on aliased
prefixes on the Internet, negatively impacting that infrastructure
and biasing results.

4.3 Scanning Distribution

One metric many TGAs optimize is prefix coverage. A set of ad-
dresses from a variety of different networks can be favorable for
Internet measurements. This often contradicts the aim of TGAs to
probe addresses with a high likelihood of responsiveness, as this
favors known active network areas. The tendency of TGAs to favor
few responsive regions over a broad prefix coverage can therefore
indicate the expected prefix coverage in Internet measurements.
We construct multiple experiments in which we use the same input
addresses as in the aliased prefix experiment. The Punching Bag
is configured with different response rates for each prefix, to steer
the TGAs into probing the prefix with the higher response rate. We
compare a response rate of 1% to 1%, 2%, 5%, 10%, 30% and 100%;
we additionally compare 10% to 30%. The experiment is repeated
10 times for each algorithm.

Results. The amount of scanning budget spent on prefixes with
different responsiveness varies greatly between algorithms as seen
in Fig. 5. All algorithms except 6Scan spend increasingly more
scanning budget on the prefix with the higher response rate for any
rate up to 30 % in which case AddrMiner-S spends more than 96 %
of its budget on this prefix. As the prefix with a 100% response rate
is equal to an aliased prefix, we can see the gradual convergence
to the results of Sec. 4.2, as 6Sense is the only TGA to spend less
budget on the aliased prefix. It is also visible that 6Tree reacts to the
aliased nature of the high-response prefix, allocating less budget
to the prefix than for the 1-30 case. As 6Tree crashes during this
experiment, the true budget distribution for this case is unknown.
The results for the 10-3@ case show that for some algorithms,
the difference in response rate is important, as 6Sense, 6Hit and
AddrMiner-S show a more even allocation distribution than for
1-30, while for 6Tree and DET the response rate of the higher-
responding prefix seems more important, as they show a similar
distribution to 1-30. Lastly, 6Scan,shows no reaction towards any
difference in response rate, which also indicates that the results of
the aliased prefix test are independent of the aliased nature of the
prefix.

Key Takeaways. Different algorithms show a very strong or no
reaction to the response rate of addresses within a prefix. This indi-
cates that algorithms might focus a large portion of their scanning
budget on a small amount of more responsive prefixes, resulting in
an uneven distribution of results across different networks. Depend-
ing on the requirements of the scanning campaign, this dictates the
choice of algorithm.
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Figure 5: Differences in probing budget spent on prefixes with different response rate. Labels on the x-axis indicate the two
compared response rates (high and low) in percentage probability. Error bars indicate standard deviation.
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Figure 6: Comparison of unique probed addresses per experi-
ment repetition x compared to the cumulative set of unique
probed addresses. 6Scan and 6Tree overlap on the top line.

4.4 Consistency

The scanning behavior of dynamic TGAs aims to react to responses
they receive from the Internet. As these responses are subject to
unpredictable fluctuations on the Internet, the algorithms’ influ-
ence on the consistency of multiple generations under the same
conditions cannot easily be quantified. The deterministic design of
the Punching Bag enables repetitions of experiments under more
similar conditions. We therefore analyze the 10 repetitions of one
experiment (1-10 from Sec. 4.3) for the overlap between the probed
addresses of each repetition. Additionally, we repeat the experi-
ment with a version of the Punching Bag with random instead of
deterministic responses (see App. C).

Results. Fig. 6 shows a comparison between the probed ad-
dresses of each repetition. With the set of addresses probed in a
repetition denoted as P;, we compare the cumulative number of
unique probed after each repetition x to the total amount of unique
probed addresses across all n repetitions, denoted as C(x):

| Ui=1 il

Ui Pi

Therefore, we can analyze how much the sets of probed addresses
differ per repetition. It can be observed that DET, AddrMiner-S and

6Sense implement randomization into the algorithm itself, which
is why we see differences between the address sets regardless of

C(x) =

the deterministic responses of the Punching Bag. Contrary to that,
6Hit, 6Scan and 6Tree, implement very little randomization. For
6Scan, this also aligns with the results from Sec. 4.3, as it does not
adapt to the responses of the Punching Bag at all. The results from
App. C show that random response behavior from the Punching
Bag does not change these results.

Key Takeaways. The key idea of dynamic TGAs is to adapt to the
responses they get from the Internet. This ability can uniquely be
analyzed locally, in a reproducible fashion with the Punching Bag.
We show that under deterministic conditions, DET, AddrMiner-
S and 6Sense show differences across repetitions due to intrinsic
random behavior, while the rest responds almost identically across
repetitions.

5 Conclusion

IPv6 scans are an important topic for the community but difficult
due to the address space size. A vast list of TGAs promises to
help researchers in this field. However, they are often complex
systems and black boxes. In this paper, we propose the Punching
Bag for local, performant experiments with TGAs without having
to rely on Internet-wide measurements. We evaluate the behavior
of six TGAs and find that scanning budgets are only adhered to
partially, while scanning rate limits are generally complied with.
The TGAs often fail to detect aliased prefixes and allocate different
amounts of probing budget depending on the response rates of
the Punching Bag. We observe different amounts of randomness
in the probing strategies of the TGAs when comparing different
experiment repetitions.

This demonstrates the necessity to evaluate TGAs before using
them for Internet-wide measurement campaigns impacting real
networks. We suggest using the Punching Bag to evaluate new
and compare existing TGAs, regarding their performance given
different response scenarios, their behavior in edge cases and their
ability to identify aliased prefixes to prevent a strong confirmation
bias. Furthermore, the high configurability of the Punching Bag
allows to publish address response scenarios alongside TGAs that
enable reproducibility and comparability independent of Internet
changes over time.
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B Target Generation Algorithms Overview

Tab. 3 provides an overview about existing Target Generation Al-
gorithms, their publication year and type. The list might not be
complete, but covers all algorithms with a published paper, identi-
fied by the authors of this work. More information can be found in
Sec. 2.

We evaluate six different TGAs in this paper which are high-
lighted in bold in Tab. 3. 6Tree is first published dynamic algorithm
we identified. It introduced Divisive Hierarchical Clustering (DHC)
as a method to construct a address space tree from the seeds, which
is traversed by the algorithm during online scanning, adapting the
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Table 3: IPv6 TGAs with categorization, scanning method
and references. Highlighted algorithms are evaluated in this
work.

Algorithm  Year Type Scanning  Reference

Entropy/IP 2016  Static Foremski et al. [6]

6Gen 2017  Static Murdock et al. [16]
6Tree 2019 Dynamic ZMapvé Liu et al. [15]
6VecLM 2020  Static Cui et al. [3]

DET 2020 Dynamic ZMapvé Song et al. [19]
6GAN 2021  Static Cui et al. [2]

6Hit 2021 Dynamic Custom Hou et al. [11]
6GCVAE 2022  Static Cui et al. [1]
6Graph 2022  Static Yang et al. [29]
6Forest 2022  Static Yang et al. [28]
AddrMiner 2022 Dynamic ZMapv6e Song et al. [18]
6Rover 2022  Dynamic ZMapv6 Zhang et al. [31]
6Scan 2023 Dynamic Custom Hou et al. [12]
HMap6 2023  Dynamic Custom Hou et al. [13]
6Diffusion 2024  Static He et al. [10]
6Sense 2024 Dynamic Custom Williams et al. [26]
6Loda 2025  Static Sun et al. [22]
6Vision 2025 Dynamic  ZMapvé Zhang et al. [30]
6Probe 2025  Static Hao et al. [9]
6Decoder 2026  Static Liu et al. [14]

search direction based on the feedback of the scanner. When finding
response amounts exceeding a configured threshold for an address
region, the region is marked as aliased. 6Tree is implemented in
C++ and calls ZMapv6 for scanning. DET uses similar methods to
6Tree, also constructing a space tree using DHC, however modi-
fying the space tree during scanning. The authors also claim that
DET can work on prefixes without any seed addresses compared
to 6Tree. The paper introduces FAPD, an fingerprint-based APD
approach, which is not implemented in the published code. DET is
implemented in Python, using ZMapv6 for scanning. 6Hit also con-
structs a address space tree from the seeds using an enhanced DHC
algorithm, estimating the response rate of dense address regions,
updating this density upon scan feedback. 6Hit is implemented
as part of the code of 6Scan, using a custom scanner implementa-
tion build in C++. AddrMiner-S is part of the AddrMiner software,
which proposes different TGAs for different use cases. AddrMiner-S
is used for inputs with sufficient seeds in every prefix. It uses similar
methods to DET, constructing a density space tree and scanning
dense regions from this tree, updating density based on scan feed-
back. APD is not done during scanning, results are expected to be
de-aliased after generation. AddrMiner-S is implemented in Python,
based upon the code of DET, also using ZMapvé for scanning. 6Scan
works similarly to 6Hit, building upon the idea of address space
partitioning using DHC. 6Scan improves upon 6Hit regarding run-
time performance and hit rate according to the authors. 6Scan is
implemented in C++, using its own scanning mechanisms. 6Sense
generates candidate addresses by employing different mechanisms
for the upper and lower 64 address bits. This enables recognizing
the different properties of address allocation schemes, subnet con-
figurations and device identifiers. The generator generates the most
likely combinations of upper and lower 64 bits and hands them to
custom scanning and de-aliasing mechanisms, both implemented
in Go. 6Sense itself is implemented in Python and uses machine
learning methods for generation, requiring a GPU setup.
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Figure 7: CDF of unique probed addresses per repetition com-
pared to the cumulative set of unique probed addresses. The
Punching Bag is configured to respond randomly. 6Scan and
6Tree overlap on the top line.

C Response Behavior of the Punching Bag

The Punching Bag implements deterministic response behavior
according to a configured response probability. This is achieved by
hashing the destination IP address of each incoming packet and
comparing this value modulo 100 to the configured percentage re-
sponse probability. In cases where truly random response behavior
is desired (see e.g., Sec. 4.4), we leverage randomness provided by
the operating system and compare a uniformly sampled random
value between one and 100 to the configured percentage response
probability.

This random response behavior enables tests for the consistency
of the evaluated TGAs across different experiment repetitions, as
described in Sec. 4.4. The comparison to the results of the experi-
ments with deterministic response behavior of the Punching Bag
shows to what degree algorithms react to a difference in responses
by the Punching Bag, as the responses are different for each iter-
ation in this test. Fig. 7 shows that 6Hit, 6Scan and 6Tree show
no reaction to the difference in response behavior, probing nearly
identical candidate sets for each iteration of the experiment. The
results for DET and AddrMiner-S is identical to the results in Fig. 6,
indicating that their change in probed addresses over time is due
to intrinsic random behavior and not a reaction to a difference in
responses.

D Punching Bag Performance Evaluation

We conduct a performance evaluation to highlight the capabilities
of the Punching Bag. We evaluate the maximum request rate at
which the Punching Bag can be operated without packet loss and
stable Round Trip Times (RTTs) as well as the influence of the
configuration. The experiments are run on a system with an Intel
Xeon D-1518 (2.20 GHz) with four cores, 32 GB of DDR3 RAM;
requests are generated using ZMapveé.
Limits. Scanning random addresses from 5 k prefixes, we achieved

a maximum rate of 60k P/s (kilopackets per second) with a single
response thread, and 70 k P/s with two. Exceeding this rate causes
congestion in the request queue, leading to increasing RTTs and,
ultimately, dropped incoming requests. For setups with stacked
prefixes, where prefixes contain multiple nested prefixes, raising
the thread count can help sustain higher rates.
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Figure 8: Round Trip Time (RTT) distribution of the Punch-
ing Bag with different configurations.

Influence of Prefix Configurations. To assess the influence
of the number of prefixes stored in the trie on performance, we
compared three different configurations. We chose a minimal con-
figuration with a single prefix, a maximum depth configuration
with 129 prefixes of lengths 0 through 128, each prefix containing
the next, to produce worst-case lookup times, and a BGP configu-
ration with 255k prefixes from the BGP routing table released by
Routerviews.org [25]. For the minimal and maximum depth con-
figurations, the Punching Bag allocated 4 MB of RAM, whereas it
allocated 233 MB for the BGP configuration. To measure the influ-
ence of these configurations on the performance of the Punching
Bag, we then analyzed the RTTs for the ICMPv6 requests at a rate of
50k P/s. Fig. 8 shows only a small RTT increase from the minimal
to the BGP configuration; both yield RTTs of 15 to 40 ms, with
minor outliers up to 150 ms. The maximum depth configuration
concentrates RTTs around 40 ms, making it the most expensive of
the three while remaining acceptable.

Key Takeaways. The Punching Bag can handle packet rates
up to 50k P/s and up to 255k configured prefixes, which enables
effective and fast evaluation of IPv6 scans and TGAs in a local
environment before impacting the Internet.

E Guidelines for Using the Punching Bag

In this section, we try to summarize how we intend the Punching
Bag to be used for tests of existing TGAs or during the development
of new algorithms. We highlight why tests with the Punching Bag
should be conducted before online scanning.

Adherence to Scanning Guidelines. When running a new or
existing TGA, we recommend setting or implementing a scanning
budget, a maximum scanning rate and a list of blocked networks.
Using a large, diverse address collection like the data from the
IPv6 Hitlist Service provides realistic input for the emulation of a
real scanning campaign. Manually including addresses from the
blocked networks in the input can help to verify that the blocklist
mechanisms work. After a successful execution of the algorithm,
the packet log of the Punching Bag can be reviewed to check the
adherence to the scanning budget, the adherence to the maximum
scanning rate and also the maximum scanning rate per subnet, e.g.
per BGP-announced prefix. This is possible since the Punching
Bag includes timestamps for received packets. Checking scanning
rates can, among other things, avoid focusing the full scanning rate
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on a single network which might lead to rate limiting or packet
loss. It is also possible from this log to verify if any addresses
from blocked networks were scanned. These tests are essential for
ethical scanning and should therefore be conducted before any
online scanning.

Verification of APD Methods. aliased prefix detection (APD) is
important for TGAs to avoid spending too much scanning budget
on aliased prefixes, skewing the results. It is also important that
this happens during target generation for dynamic algorithms, as
dynamic TGAs learn from the results of unrecognized aliased pre-
fixes. The recognition of aliased prefixes can be verified with the
Punching Bag by setting the response rate for a subnet to 100 % for
all address types, and including addresses from this subnet in the
input. The addresses which the algorithm reports as active can eas-
ily be checked for aliased prefixes. The packet log of the Punching
Bag can also be used to verify whether the algorithm adapted to
the responses from this aliased prefix over time. Conducting these
tests can avoid unwanted scanning overhead and negative impact
on networks.

Reaction to Response Rates. The Punching Bag enables the
analysis of an algorithms’ reaction to response rates of different net-
works. An algorithm which shows a strong reaction to the response
rate of a network, e.g., by allocating a majority of scanning budget
to a network with high response rates, would probe addresses from
a very uneven distribution of networks in real world tests. While
this can also be due to the distribution of networks in the input of
the algorithm, the Punching Bag enables a differentiation between
the influence of the input and the influence of the responses. An
uneven distribution might not be unwanted since this can result
in a higher total amount of active addresses, but depending on the
use case, the results of the Punching Bag should be analyzed first
to estimate the behavior of the algorithm during online scanning
before conducting any real-world measurements.

Consistency and Randomness. Lastly, the design of the Punch-
ing Bag gives the unique opportunity to conduct experiments under
a completely reproducible environment. Analyzing the inherent
randomness of an algorithm as well as the difference to results when
configuring the Punching Bag to respond truly randomly can give
insights into how consistently a algorithm behaves. Quantifying
the difference between multiple iterations of the same experiment
can influence the choice of how often to repeat an experiment in
the real world. When repeated measurements yield different results,
combining multiple of these results might lead to a larger or more
diverse address set. On the contrary, running tests with the Punch-
ing Bag can avoid repeating the same experiment with very similar
results, which would lead to higher unnecessary scanning traffic.
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